
Sophos Email
Connected email protection with Sophos Synchronized Security
Your mailbox is more valuable than ever to attackers, with 93% of company 
security breaches now starting with a phishing email. Whether users are 
targeted to receive phishing emails, or they have their mailbox compromised 
to send spam and viruses from your organizations domain, the risks to your 
organization are great.

Connected email security is better security
Sophos Email is email security delivered simply through Sophos Central’s easy-to-use 

single management console, protecting your people from unwanted and malicious 

email threats today, and tomorrow, with the latest artificial intelligence to protect 

against ransomware and zero-day malware. 

Synchronized Security has now taken Sophos Email even further. It creates new ways 

to connect email security with endpoint and end user security training to respond to 

risks inside your organization:

Compromised mailbox detection: Link Sophos Email and Sophos 

Endpoint to automatically detect and clean up infected computers 

sending outbound spam and viruses. Watch the video

Identify and train at-risk users: Link Sophos Email and Phish Threat to identify risky 

user behavior and launch targeted security awareness training. Watch the video

Synchronized Security use case 1
I want to stop our corporate mailboxes from being used by attacks to spread spam 
and phishing

Your computer is often the key to your mailbox. When an attacker steals credentials to 

that computer, or infects it with malware, you can soon find your mailbox responsible 

for sending spam or viruses. This malicious activity can impact your reputation as an 

email sender, leading to blocked messages, and damaging your reputation as a trusted 

business.

That’s why Sophos Synchronized Security now connects Sophos Email with Sophos 

Endpoint, delivering automatic detection and cleanup of infected computers sending 

outbound spam and viruses.

Thanks to its shared user list, Sophos Central is now able to link mailboxes protected by 

Sophos Email with the associated computers protected by Sophos Endpoint security. 

Once linked, if Sophos Email detects five or more spam or virus emails sent in 10 

minutes, the mailbox is automatically blocked while an endpoint scan is carried out 

and the infection removed, and alerts shared via Sophos Central.

Sophos Central products required: Sophos Email Standard or Advanced and 

Sophos Endpoint

Highlights
 Ì Respond to email threats 
inside your organization

 Ì Synchronized Security now 
connects Sophos Email to 
Endpoint and Phish Threat 

 Ì Detect and clean up 
computers sending 
outbound spam and 
viruses

 Ì Identify and enroll risky 
email users in Phish Threat 
training

Wireless

Web

Firewall

Email

Phish Threat

Endpoint

Encryption

Mobile

Server

https://vimeo.com/301887579
https://vimeo.com/299076124


Sophos Email 

Try it now for free
Register for a free 30-day evaluation  
at sophos.com/email

Synchronized Security use case 2
I need a more targeted approach to security awareness 
training 

50% of employees admit clicking on an email link from an 

unknown sender in the last six months that turned out to 

be a virus or scam. Regular attack simulations and security 

awareness training make all the difference, with existing 

Phish Threat customers able to reduce susceptibility to 

attack by 31% in just four tests (opening and clicking).

But while you train all users on the latest cyber threats, how 

do you find and train the weakest links in your organization? 

Those who exhibit the riskiest behavior? 

The new Sophos Email Advanced ‘At Risk Users’ report 

highlights exactly which users are clicking email links 

re-written by Time-of-Click URL protection. This identifies 

users who have either been warned or blocked from visiting 

a website due to its risk profile. You’re then simply one click 

from the report to enroll users in Phish Threat simulations 

and security awareness training – increasing their threat 

awareness and reducing risk.

Sophos Central products required: Sophos 

Email Advanced and Sophos Phish Threat

Getting started with Sophos Email
Deployment requires a simple MX record change to route 

email through Sophos Central. You can simply bring in users 

and their mailboxes with our handy Azure and on-premises 

Active Directory synchronization tools.

Priced per user with bands from 5 to 5000+, Sophos Email 

keeps things simple so you can focus on protecting your 

business, data, and employees.

Example Phish Threat attack simulations and training
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